INTRODUCTION
The term "record linkage" refers to the process of comparing two or more records which contain identifying information to determine whether those records refer to the same entity. In the present context, the entity in question will normally be an individual enrolled in a cohort study. It would be more accurate to say that the objective of a linkage is to estimate the probability that the records refer to the same person, since, in practice, one can never be 100 percent certain that indeed this is the case. The two fundamental problems which so limit the interpretation of record linkage are duplication of identifiers and errors in creating or transmitting records. These problems are further considered below.
Record linkage as such has a long history in epidemiology and many other disciplines. However, whereas the process used to be limited to a manual one, the advent of high speed computers has radically changed our ability to carry out record linkages on a massive scale involving many thousands, or indeed millions, of records. Although the fundamental principles remain the same, the necessity to take into account the characteristics of the computer systems involved has led to the introduction of the term "computerized record linkage," the topic of the this review.
To date, by far the greatest use of computerized record linkage in cohort studies has been in the context of passive follow-up of cohorts to determine factors such as vital status, residential status, or the health outcomes being studied in the cohort. In passive, as opposed to active follow-up, individuals in the cohort are not directly contacted but, rather, are monitored using a registry of those events of interest such as deaths or cancer incidences. Such passive follow-up has often made use of some identification number, for example, the social security number, to match cohort records to outcome records, this number being reReceived for publication November 12, 1997 , and accepted for publication May 27, 1998. garded as unique to a particular individual.
This illustrates an important point regarding record linkage. Although one may think of the social security number as a "unique identifier," in reality this will not always be so. It is conceivable that two individuals could have been issued the same social security number in error, and secondly, and more importantly, when such numbers are being recorded, errors will almost certainly occasionally be made. Thus, even with what is thought of as a unique identifier, errors in linkage can occur even though such errors are likely to be small. Thus, even with unique identifiers, linkage is inevitably probabilistic in nature, and this needs to be borne in mind by researchers conducting record linkages based on such a unique identifier. In practice, of course, even when a unique identifier is available, confirmation will be sought by comparing other identifiers on the two records (e.g., name, date of birth, etc.). The obvious question is, then, what weight to give to the possible combination of agreements and disagreements between the two records amongst the various identifiers, including the so-called unique identifier. Clearly it is desirable that this process be as quantitative as possible, and the applications of the rules of classic probability theory have led to the development of the theory of probabilistic record linkage (1) (2) (3) .
In many situations, a unique identifier will not be available. As an example, consider the Canadian Fluoroscopy Cohort Study (4) (5) (6) . In this study, a total of 110,088 records was collected from 42 institutions in Canada which had treated tuberculosis in the 1930s and 1940s. Each record contained information from the original institutional records on a tuberculosis patient who had been treated in that institution. The extracted information included identifiers such as name and date of birth and a history of treatment for tuberculosis. Some 40 percent of tuberculosis patients during that era were treated with a series of pneumothorax or pneumoperitoneum, during which they received substantial exposure to low linear energy transfer (LET) ionizing radiation, particularly to organs such as the breast and lung. The objective of the study was to conduct a long-term follow-up to ascertain mortality and cancer incidence in the cohort in order to relate the estimated organ-specific radiation doses to subsequent risk of cancer (5, 6) .
Two problems in the study were addressed by computerized probabilistic record linkage. First, because of the possibility of admissions of a single tuberculosis patient to multiple institutions, it was necessary to identify which of the 110,088 records referred to the same individual in order to establish a cohort of individuals. This process is sometimes referred to as "internal record linkage," i.e., comparing all the records in a single file to determine which groups of records might refer to the same individual. The second process involving record linkage was in the context of passive follow-up. As described subsequently, Canada has a national mortality database which contains records of all those who have died in Canada since 1940. In order, therefore, to conduct the passive follow-up, the records of the cohort of tuberculosis patients were linked to the mortality records (currently between 1940 and 1987) .
No identification number was available to link the records for either of these linkages. Instead, both linkages made sure of identifiers such as given names, surname, and date of birth. Clearly, such identifiers are much more prone to duplication than an identification number. Hence, the use of probabilistic techniques was essential for the linkages to be carried out.
Record linkage has been used extensively in epidemiologic studies in a number of countries. The fluoroscopy study discussed above is one of many such studies carried out in Canada over the past several decades, and the United States has more recently developed a similar follow-up system for mortality based on record linkage. Scandinavian countries, including Norway, Sweden, Denmark, and Finland, have also made use of record-linkage procedures for passive follow-up for a number of years, based on the individual identification number issued to residents at birth. In the United Kingdom, again for many years, similar activities have been based on the national health service number to ascertain both cancer incidence and mortality. In addition, record linkage systems of varying complexity have more recently been developed, or are being developed, in many other countries including Australia, France, India, Israel, Japan, and the former Soviet Union (M. Carpenter, Statistics Canada, Ottawa, Ontario, Canada, personal communication, 1998).
In this review, a brief description is first provided of the principles involved in probabilistic record linkage, followed by consideration of some of the issues involved in the computerized application of these principles. In order to illustrate such applications in a real-life context, a description is then given of the linkage system and databases that have been developed in Canada over the past 30 years, and in particular, these are illustrated by reference to a number of cohort studies that have been conducted. Consideration is then given to the US situation, in particular the US National Death Index which currently is extensively used for passive follow-up in the United States. Finally, some of the problems of record linkage and some of its potential future uses in cohort studies are discussed.
PRINCIPLES OF PROBABILISTIC RECORD LINKAGE
The theory of probabilistic record linkage has been developed by a number of authors (see, for example, Newcombe et al. (1), Howe and Lindsay (2), Newcombe (3), and Fellegi and Sunter (7)). In this section, a brief overview of basic principles is given, which should be adequate to provide the necessary grounding in these principles. However, for actual implementation the reader is referred to the monograph by Newcombe (3) which provides a more detailed and practically oriented description of the techniques involved.
Consider two files of records, file A and file B, containing respectively n A and n B records. Each record contains information on a standard set of identifiers such as surname, given names, and day, month, and year of birth. Conceptually one wishes to compare all records on file A with all records on file B and estimate the probability that any pair of records refer to the same individual, conditional on the identifying information contained in each record. We refer to comparisons which result in a tentative judgement that the records refer to the same individual as links or potential links; when two records truly refer to the same individual they are called matched.
When any two records are compared, the value of each identifier on each record is compared with the value of the corresponding identifier on the other record, yielding an outcome. For example, an outcome which might follow from comparing surnames is "the two records agree on the value Smith." An alternative outcome might simply be that "the records disagree on the value of the surname," i.e., without specifying what those values are.
In order to quantify the evidence provided by the various outcomes, the two key parameters are the probability of the outcome in the matched set of comparisons (P\M) and the probability of that outcome in the unmatched set (P\U). Generally, these quantities will not be known given that the purpose of the linkage is to establish the matched and unmatched sets. How-ever, various techniques can be used to estimate these probabilities. Such estimates need to take into account the problems of both duplication and recording errors.
As a simple example, consider the outcome "agreement on the surname Smith." The distribution of names on the matched set should be similar to the distribution in the cohort, assuming that the value of one's surname does not affect one's mortality risk. Hence, the probability of the outcome "agreement on Smith" in the matched set can simply be estimated from the frequency of occurrence of the name Smith in the cohort file (assuming no recording errors).
The unmatched set will, of course, consist of all the "A n B comparisons minus those comparisons which are matched; however, the latter number will be negligible compared with the former number. The maximum number of matches will be n A if file A is the cohort, assuming the mortality file is larger than the cohort file which it almost certainly will be. Thus, the ratio of non-matches to matches has a maximum value of n B , which is likely to be in the many thousands, or even millions. Hence, one can estimate the probability of the outcome in the unmatched set simply by multiplying the relative frequency of Smith on file A by the corresponding relative frequency on file B, since agreement by chance is simply a random phenomenon.
Thus, the ratio (P\M)/(P\ U) may be estimated by:
where f A and f B are the relative frequencies of Smith on the two files, respectively. The importance of the quantity in equation 1 is that it gives a numeric measure of how much evidence the occurrence of a particular outcome provides that the two records in question do indeed refer to the same person. It is conventional, as in information theory, to take the log of this quantity to the base 2: this quantity, i.e., log 2 (P\M) (P\U) is referred to as the weight corresponding to that particular outcome; weights from a series of outcomes observed from the comparison of a pair of records may be added to give a total weight, as they are on a logarithmic scale (see below).
This derivation of the weight corresponding to the outcome "agreement on Smith" does not take into account errors which can occur in recording data. Dealing with errors in this context depends on the error structure in the particular files being compared. Consider a situation in which 10 percent of the records in the above example have the surname misrecorded, and in which this error rate is the same for both file A and file B, and is also independent of the value of the surname (which in practice it almost certainly will not be). In our example, the frequency of Smith on the matched set will be reduced by 19 percent, i.e., 10 percent + 1 0 percent -10 percent • 10 percent (according to standard probability theory). On the other hand, amongst the unmatched set, if errors in recording are such that the overall distribution of names on the two files remains the same, e.g., a Smith is recorded as Jones, and a Brown is recorded as Smith, the distribution of names in the unmatched set remains the same. Hence, the weight for the outcome "agreement on Smith" has the value: log 2 0.81-log 2 / B where we have now taken both duplication and recording errors into account.
In practice, the true error structure is unlikely to be known, and, more importantly, the value of the error rate is also unlikely to be known. One possible approach to estimating the error rate (2) is described subsequently. Similar approaches to that described above may be used to estimate weights for more complex outcomes, e.g., partial agreement on surname, years of birth disagreeing by one year, etc. The principles involved remain the same: Newcombe (3) has provided more detailed descriptions of the derivations of weights under a number of circumstances, including some purely empirical approaches involving random sampling to estimate frequencies of outcomes in the unmatched set.
The values of both the frequency and error components of the weights obviously depend on the particular files being linked. However, it is instructive to consider some hypothetical examples. The relative frequency of particular surnames, in general, varies widely, with some common surnames in particular populations having a relative frequency as high as 1 percent or greater. In contrast, there generally will be examples of surnames which occur only once in a large file, say in 100,000 records. Thus, for these two examples the common surname will have a frequency weight of 6.6, whereas the rare surname will have a frequency weight of 16.6, i.e., increases the believability of the potential link by a factor of 2 10 . For other identifiers, such as year of birth, the differences will be less dramatic, since the underlying distributions tend to be more uniform than that for surname.
With respect to error rates, which are again a function of the particular files involved, typical values observed empirically in some recent linkages (M. Carpenter, Statistics Canada, Ottawa, Ontario, Canada, personal communication, 1998) are 7 percent for surname, 13 percent for given name, and 13 percent for year of birth (corresponding to exact agreement).
As mentioned above, weights may be combined additively for a series of outcomes provided that these Epidemiol Rev Vol. 20, No. 1, 1998 outcomes are statistically independent. If they are, the difference in weights between two comparisons (e.g., record 1 on file A with record 1 on file B, and record 2 on file A with record 2 on file B) represents the log of the odds ratio in favor of a match between those two comparisons. This may be seen from Bayes theorem since:
where the quantity on the left-hand side of the equation is the odds in favor of a match given the observed outcomes O } , O 2 , etc., the terms on the right-hand side are defined in equation 1, and P M and P u are the overall probability of a match and the overall probability of a non-match, respectively. It is clear that this could be converted to an absolute odds if one knows the value of the ratio of the number of matches to non-matches. However, this is rarely known in advance, though rough estimates can sometimes be made, e.g., using life-table techniques to predict mortality in a cohort. However, in practice, most linkages are conducted in relative terms (i.e., potential links can be ordered by their total weight), and this should represent the order of increasing belie vability of such links.
This leaves the obvious problem of where to set a cut-off or threshold value, i.e., how to establish a weight above which one "believes" the links and below which one "disbelieves" the links. This issue has been addressed theoretically by Fellegi and Sunter (7), but in practice the great majority of linkages depend on empirical evaluation to set the cut-off value. Generally, if one plots the frequency distribution of weight, one obtains a curve with a valley which separates the matches from the non-matches. This valley can be fairly broad, particularly if the quantity or quality of identifying information on the two files is poor, and under these circumstances, one can only "guesstimate." It should be noted that as per equation 2, the threshold value depends on the number of matches and, hence, varies from application to application.
An alternative approach is to set two threshold values, one lower and one upper, and to inspect each link between the two in an attempt to validate that link or otherwise. The latter can generally only sensibly be done when additional identifying information is available in records which were not available for the computer match. Again, the appropriate values for the upper and lower thresholds vary from application to application since they depend on both the quantity and quality of identifying data.
COMPUTER PROCESSING FOR RECORD LINKAGE
The above principles can readily be applied manually if the number of records in each file is relatively small. However, in many cases the numbers are simply too large for such manual linkage. For example, in a study of a 10 percent sample of the Canadian labor force, Lindsay et al. (8) linked approximately 700,000 records of an occupational cohort to 3 million mortality records. Linkages of this size are, however, beyond the capacity of most small computers and generally are unnecessarily inefficient even for large-capacity computers. Hence, the concept of "blocking" or "pocketing" records has been introduced. Records are divided into such blocks or pockets on the basis of some identifying characteristic which is such that it is concluded that it is extremely unlikely that any two records which do not share this same characteristic will be matched. Comparisons are then restricted to records within a pocket.
A common practice is to use an alpha-numeric code of the surname, the New York State Identification and Intelligence System (NYSIIS ) code (9) , to block records in this way, since it has been shown that matches very rarely occur between records with differing values of this code. Alternative pockets may be defined to check this assumption, or smaller pockets may be created by combining the NYSIIS code with, for example, gender. In the linkage only records in the same pocket are then compared. Whereas this process saves substantial computer resources, it does, of course, increase the possibility of false negatives, i.e., missed matches.
A number of systems have been developed to make use of the type of probabilistic record linkage described above and have been implemented on a variety of computer systems ranging from personal computers to mainframe machines. Some of these packages are commercially available. However, the overall process is not complicated, and if one does not have access to an existing system, it is relatively straightforward to program any particular application in a computer language such as Fortran or C.
To illustrate a typical processing system, figure 1 shows a flow chart representing the process used by the generalized record linkage system developed conjointly by the present author and staff at Statistics Canada, an agency of the Canadian federal government (2) . In brief, the files are first edited to ensure appropriate data quality, and are then grouped into pockets typically defined by NYSIIS code. Each record in a particular pocket on one file is then com- pared with all records in the same pocket of the other file using initial weights based on frequency distributions (or alternatively including initial estimates of error rates from some external source). The preliminary matches are then tabulated to produce a (revised) error rate, and the linkage is repeated with new error rates being computed until self-consistency is achieved. In practice, error rates change very little with each iteration, reflecting both the importance of the frequency weights and experience in initially guesstimating good approximations to the true error rates. The final links are then inspected and lower and upper thresholds are set empirically if there is additional identifying information that is not available to the computer. The links in this "gray area" are then resolved (manual resolution). Alternatively, a single threshold is set empirically if no further identifiers are available.
Finally, all links involving the same record are grouped and checked for possible conflicts, for example, one cohort record linking to two death records. Multiple linkages of the same record may, of course, be permissible, e.g., the internal linkage of the Canadian tuberculosis patient file described earlier.
APPLICATION OF COMPUTERIZED RECORD LINKAGE TO COHORT STUDIES IN CANADA
Starting in the early 1970s, the National Cancer Institute of Canada, in conjunction with Statistics Canada, initiated work on several cohort studies which depended for follow-up on computerized record linkage to national registries. The Canadian work stemmed from the seminal influence of Dr. Howard Newcombe, a population geneticist who developed much of the early theory and inspired a number of the early epidemiologic studies that took advantage of those methods (1) . Because of this work, the Canadian experience in probabilistic computerized record linkage applied particularly to health studies is probably greater than in any other country in the world. The early work involved both establishing the national mortality data in a database form suitable for record linkage and developing a general system for conducting such linkages.
Subsequent to the completion of the mortality database which has records from 1940 on, Statistics Canada developed other databases for use in health studies including the national cancer incidence database containing records from 1969 on.
The generalized record linkage system, developed to take advantage of these databases, is now well established and has been summarized in the previous section. It has been used to conduct many health related studies, and, in particular, has proved useful for cohort studies in which the end point of interest is cause of death.
Brief descriptions of several cohort studies conducted using the generalized record linkage system follow for exemplary purposes. The focus of these descriptions is on the epidemiology of the studies since the main objective is to demonstrate the utility of the combination of computerized record linkage with passive follow-up to provide useful results in cohort studies. This study was described in the introduction of this review. Its primary purpose is to assess the nature of the relation between exposure to low LET ionizing radiation and risks of breast, lung, and possibly other cancers. Following the collection of the 110,088 records from the original institutions, an internal linkage was carried out using the generalized record linkage system to identify multiple records referring to the same individual. This process yielded a cohort of 93,192 individuals. A second record linkage was then carried out linking the composite records for cohort members to the Canadian mortality database between 1940 and 1987. Fact of death was available between 1940 and 1949, but not cause of death which was only added starting in 1950. Thus, the final cohort for statistical analysis consisted of 64,172 subjects, 32,255 men and 31,917 women, who were known to be alive at the start of 1950.
Epidemiol Rev
Analyses from this study with respect to breast cancer mortality (6) and lung cancer mortality (5) have been published. In addition, a third linkage has been conducted to the national cancer incidence database following which results with respect to breast cancer incidence have been reported (10) . In brief, a strong linear dose response between breast tissue dose and breast cancer risk was seen in the cohort, with the risk per unit of dose decreasing with increasing age at exposure. A comparative analysis between the fluoroscopy study and the atomic bomb survivors study (6) demonstrated that the results from the two series were similar, though it has been suggested that the fluoroscopy data also provide some evidence of a dose-rate effect, i.e., reduction in risk per unit dose with increasing fractionation (10) .
In contrast, a comparative analysis between the two series with respect to lung cancer mortality showed dramatic differences, with no evidence of any radiation-related lung cancer risk in the fluoroscopy cohort based on a total of more than 1,000 lung cancer deaths, which contrasted with a highly significant risk seen in the corresponding data for the atomic bomb survivors study (5) . The author has argued that this provides strong evidence of a substantial dose-rate effect for lung cancer induced by low LET radiation.
This example provides a clear illustration of the benefit that can be obtained by using record linkage in cohort studies. Study subjects could have been lost to contact anytime from 1940 on, and indeed a substantial number have no follow-up information in the original records beyond their date of discharge from the institution which primarily was in the 1940s. Hence, when this study was initiated some 30 years later, active follow-up would have been essentially impossible. Thus, this study was only feasible because of the existence of the mortality database, and the capacity for computerized probabilistic record linkage, which was developed in part for the purpose of conducting this study. Study (8, 11,12) The purpose of this study, briefly mentioned above, was to identify patterns of mortality in a 10 percent sample of the Canadian labor force and relate these to previous occupational history. The primary aim of the study was to develop hypotheses that could be tested later in more definitive studies, but the data also serve to test hypotheses generated from other sources.
The Labor Force
In brief, the sample was collected between 1965 and 1971 by the Dominion Bureau of Statistics, the predecessor of Statistics Canada. For each individual in the sample, information was collected on the occupation and industry in which that individual was working in each year of the survey (the data for 1970 were subsequently lost). The epidemiologic study was initiated by converting the original punched-card records to magnetic tape. The primary identifier available was the Canadian social insurance number, a so-called unique identifier, but subject to the limitations previously described. In addition, limited information was available on surname sender and year of birth. Because the social insurance number is generally not available on the mortality data, and because the remaining information was inadequate for accurate linkage, the first step was to add much more detailed identifying information from the master index file of social insurance numbers. Subsequently, using the much more detailed identifying information, a computerized record linkage was carried out among the 700,000 records from the labor-force sample and approximately 2 million death records for the years 1965-1973 (1). Subsequently, two updatings of the mortality linkage have been conducted.
Analyses were carried out relating the various occupational codes for individuals on the file to risk of 67 different causes of death. Because of the monitoring nature of the exercise, and the obvious problem of multiple comparisons, results have been reported for associations satisfying criteria based both on significance and size of effect. A series of publications has included the various updates and results for both men and women (8, 11, 12) .
This study provides an example where active follow-up could possibly have been utilized, since the cohort was established much more recently than the fluoroscopy cohort; however the cost of such followup would be completely prohibitive given the large size of the cohort, and, hence, the use of computerized record linkage with the mortality database provides a very cost-effective and, indeed, the only sensible approach to carrying out such a study.
The Eldorado Study (13-16)
The Eldorado Study was a cohort study of workers at a company then called Eldorado Resources Limited that operated two uranium mines and a processing plant in Canada. The objective was to study the relation between exposure to radon and its decay products and the subsequent risk of cancer, particularly lung cancer. The cohort of approximately 20,000 individuals was established from the personnel and payroll records of the company. The identifying information available was somewhat limited, as was typical of many mines at the time the two Eldorado mines were operating. However, it proved adequate for the purposes of record linkage, which was used to identify mortality in the cohort from 1940 on, as in the fluoroscopy study. Again analysis had to be restricted to the years from 1950 on when underlying causes of death became available on the database. Both cohorts of miners demonstrated an exposurerelated substantially increased risk of lung cancer mortality between 1950 and 1980, the most current year for which follow-up data were available at the time results were reported. However, the risk per unit of exposure differed by a factor of about 12 between the two mines, with Beaverlodge having the higher risk. It was postulated that this might be due to an inverse exposure rate effect, since exposure rates were far higher at Port Radium than they were at Beaverlodge.
Subsequently, the data from these two cohorts were included in a combined analysis with those from nine other cohorts of underground miners exposed to radon decay products, and this combined analysis provided strong evidence in favor of the inverse exposure rate hypothesis (17) . The data from these cohorts have also been analyzed for cancer mortality other than lung cancer, and these results also have been reported (18) .
Again, the Eldorado study illustrates a situation in which study subjects may have been lost to contact many years ago, particularly those employed at the Port Radium mine; hence, computerized record linkage with passive follow-up provides the only feasible means of conducting such a study. This study also demonstrated that the record linkage system employed is relatively robust in identifying data quantity and quality, which were poorer in the study than in most of the other cohort studies.
The Canadian National Railway Study (19) The objective of this cohort study was to ascertain mortality patterns amongst retired railway workers, and in particular, to determine whether relations existed between various causes of death and occupational exposure to diesel fumes and coal dust. The cohort consisted of all male Canadian National Railway pensioners who had retired before 1965 and who were known to be alive at the start of that year, as well as those who retired between 1965 and 1977; in total, 43,826 subjects. Computerized record linkage was used to link records from the cohort to the Canadian national mortality database to the end of 1977. This resulted in a total of 17,838 deaths between 1965 and 1977, of which 933 were ascribed to lung cancer as the underlying cause.
It is of interest to note that the original proposal to ascertain deaths in the cohort was for purely administrative purposes, in order to carry out a death clearance of the company's pension file. However, this proposal was refused on the grounds of confidentiality, but permission was given to carry out the linkage in the context of an epidemiologic study, but with no administrative uses of the linkage permitted.
Exposure to coal dust and exposure to diesel fumes were assessed on the basis of last recorded occupation in the pension file (the only occupation available) by industrial hygienists from the railway company, who graded the occupations into "non, possibly, or probably exposed." On the basis of this exposure measure, there was a highly statistically significant doseresponse relation between exposure to both coal dust and diesel fumes and risk of lung cancer mortality, with relative risks of 1.0, 1.2, and 1.4, p < 0.001. However, it was not possible to distinguish effects of coal dust from diesel fumes since these exposures were highly correlated. Although it was not possible to account for the potential confounding effect of cigarette smoking, these results provided some evidence in support of the postulated causal relation between exposure to diesel fumes and lung cancer risk.
This study again illustrates the utility of computerized record linkage in carrying out large-scale cohort studies at a relatively low cost. It is of interest to note that, although the cohort was based on pension records, clearly active follow-up would have lead to missing information, since such missing information was the rationale for the original proposed administrative use of the linkage. 
US NATIONAL DEATH INDEX
The most widespread application of computerized record linkage in the context of cohort studies in the United States is provided by the National Death Index (NDI). The NDI is a registry of all deaths occurring in the United States and is maintained by the National Center for Health Statistics (20) . Computerized mortality records are provided to the NDI by the vital statistics offices in all 50 states, the District of Columbia, Puerto Rico, and the Virgin Islands generally within 12 months of the completion of each calendar year. The index contains deaths from 1979 on, with approximately 2 million deaths being added each year.
The NDI may be used by epidemiologists and others to link data from cohorts to the index in order initially to identify date, fact, and State where death occurred for individuals in the cohort who have died. However, unlike the corresponding Canadian system described above, the linkage process to the NDI is not probabilistic in nature; rather, all records in the two files (i.e., the cohort file and the NDI) are compared using 12 different sets of criteria. Two records are treated as a possible match if they completely satisfy all criteria in one of the sets. For example, the first set has two criteria, namely agreement on social security number and agreement on first name. Thus, although this process may produce multiple possible links for any single record, it does generally require definite matches on the identifying variables in at least one of the sets of criteria. As with the Canadian system, the NYSIIS code of surname can be employed in the NDI linkage system to allow for common misspelling of surnames.
The researcher receives back from the NDI records of all possible matches, i.e., all those satisfying any of the various matching criteria. Because of the possibility, and indeed probability, of multiple links, including the same record(s), possible links have to be resolved in some way (see below) in order to identify those links which will be treated as definite and those which will be rejected. The researcher may then write to the appropriate State local office in order to obtain a copy of the death certificate corresponding to the particular death link in order to obtain the underlying and other causes of death. Recently, the NDI has announced the formation of the National Death Index Plus whereby researchers will automatically be provided with the causes of death coded to the ninth revision of the International Classification of Diseases for any potential link identified in the NDI, thus saving the researcher the necessity of obtaining copies of the original death certificate from the State in question.
Clearly, the major potential problem with using the NDI is that inevitably the linkage is liable to initially produce many false positive links since it is deliberately designed to err on the conservative side in the sense of identifying any potential link by virtue of its use of multiple linkage criteria. This problem is clearly recognized by the custodians of the NDI who warn researchers of this issue and advise them of the necessity to further prune the potential links to reduce these to a more reasonable number.
Such pruning is best achieved by the use of probabilistic techniques identical to those described earlier in this review. Estimates can readily be made of the weights corresponding to the various possible outcomes, as can estimates of error rates in recording. When this has been done, a total weight may be computed for each potential link.
The next step is to resolve any duplication, i.e., multiple potential links involving the same records. The simplest approach is to allow the highest weight relating to any specific record to prevail (though theoretically this does leave a small possibility of some logical conflicts). Since, in general, no further identifying information will be available for records from the NDI, resolution should be based on the probability weights rather than manual inspection. The final decision is again to establish a cutoff value dividing links into accepted or rejected.
The combination of the resources of the NDI, together with subsequent probabilistic record linkage, provides an excellent resource for conducting cohort studies in the United States in which mortality is the end point. Many studies have already made successful use of the NDI including studies of Department of Energy workers (21) and the American Cancer Society study (22) . A useful bibliography is included in the National Death Index User's Manual (20) .
A recent interesting test of the NDI was provided by researchers using data from the US Nurses Health Cohort Study (23) . Data were sent to the NDI on 197 known dead subjects and 1,997 subjects known to be alive. Following linkage to the NDI, and subsequent resolution of the potential links by the researchers, the sensitivity of the NDI (i.e., the percentage of known dead subjects identified as such by the NDI) was estimated to be 97.7 percent, and the specificity (i.e., the number of women known to be alive but incorrectly identified by the NDI as dead) was found to be zero. These data and other similar exercises which have been reported should provide confidence in the use of the NDI as an important tool for mortality follow-up for cohort studies conducted in the United States.
DISCUSSION
Computerized record linkage clearly has played, and continues to play, an important role in numerous co-hort studies in Canada, the United States, and elsewhere. The approach in conjunction with population registries of mortality, cancer incidence, and other health outcomes makes possible the use of passive follow-up which makes feasible large studies at a relatively low cost. The approach is particularly useful for retrospective cohort studies where study subjects may have been identified and lost to active follow-up many years ago.
In terms of cohort studies, two problems need to be considered when record linkage is used in such studies for follow-up purposes. First, is the potential problem of out migration from coverage by the registry which is being used to identify the outcome of interest. For example, the Canadian mortality data includes death records of Canadians living in the United States but not Canadians who have migrated to other countries. This, of course, is really a problem of passive followup rather than of linkage per se, but nevertheless is often raised in studies that have used linkage. Sometimes the problem can be addressed if migration records are available so that migrating members of the cohort can be identified. Other approaches include linking the records of the cohort to a "live registry" such as current tax files or the social security index in the United States. Although overall experience has suggested that undetected loss to follow-up is minimal in the majority of situations in which linkage has been used to date, this possibility should be borne in mind and the situation investigated before a decision is made to use passive follow-up employing record linkage.
The other major potential problem arises from the probabilistic nature of the linkage, so that inevitably there is some degree of uncertainty that true links may have been missed or false links introduced by the setting of a single threshold value, i.e., the falsenegative and false-positive rates may not be zero. The effect of false-positives, if the rate is unrelated to exposure status, is to attenuate both risk differences and risk ratios toward the null and, hence, dilute any true effect. The effect of false-negatives, again if the latter is unrelated to exposure, is to attenuate risk differences toward the null but to have little impact on risk ratios, although the latter phenomenon does lead to a loss of power. Thus, a reasonable approach is to set a conservative threshold, i.e., to err on the side of reducing the number of false-positives if anything, and to depend for the primary analysis on relative risk rather than risk difference measures. In addition, it will be useful to repeat analyses with a variety of possible thresholds to examine how much impact this has on the corresponding relative risk estimates. In practice, in the experience of the author, this leads to relatively minor changes in relative risk estimates, which is reassuring.
Overall, in terms of assessing the performance of passive follow-up in conjunction with record linkage, studies have suggested that such follow-up does equally well as active follow-up. For example, Shannon et al. (24) have provided approximate estimates of the sensitivity and specificity of the Canadian record linkage system described earlier by comparing follow-up based on that system with conventional active follow-up in a cohort of 2,469 men employed as glass fiber workers. Their data yields a sensitivity of approximately 98 percent and a specificity close to 100 percent. Thus, computerized record linkage should provide a reliable tool for passive follow-up in cohort studies provided careful consideration is given to the principles as described above.
One issue not addressed in this review which gives rise to concern in the application of computerized record linkage is that of confidentiality. The concern arises because linkage by definition involves personal identifiers, such as names or social security numbers, and because of public perception that linkage among the databases in which they are recorded could be done without the subject's knowledge, and with great ease. It is obviously essential, therefore, that strict criteria be used to maintain confidentiality. For example, the linkages to the Canadian mortality database described earlier were all carried out in Statistics Canada under the protection of the Canadian Statistics Act, and individual records with death information were returned to researchers only with the more personal identifiers, such as names, removed. For prospective cohort studies, there needs to be informed consent amongst study subjects to have their records linked at some future point to health outcome records. Of course this safeguard is not generally available for retrospective studies. It is reassuring to note that to date, despite the large number of studies that have utilized this technique, to the best of the author's knowledge there has been no demonstrated breach of any individual's confidentiality.
Despite this demonstrated maintenance of confidentiality, the public concern over this issue has increased substantially in recent years. This is understandable, but clearly poses potential serious difficulties for epidemiologists who wish to make use of computerized record linkage to conduct follow-up in cohort studies. Thus, it is important that epidemiologists continue to emphasize the large societal benefits from such cohort studies, the precautions taken to avoid loss of confidentiality, and the very small risks involved to the individual participating in such studies.
The record linkage systems in Canada and the United States described above, have now operated successfully for a number of years. Other countries
